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Website Security Checklist 
 

  Employ a SaaS based reverse proxy server 

  Enable DNSSEC 

  Install SSL certificate on server 

  Enable HTTP Strict Transport Security (HSTS) 

  Enable ModSecurity Web Application Firewall on server 

  Place each account in separate cPanel with unique long password 

  Use only Secure File Transfer (SFTP) 

  Keep WordPress up to date 

  Keep all themes and plugins up to date 

  Install a high rated WordPress security plugin 

  Schedule regular backups, keep at least 1 copy offsite 

  Regularly monitor your website via Google Search Console 

For details see Hacker-Proof Your Website 

https://brianalawayconsulting.com/website-security-hacker-proof-your-website/

